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&> Azure B2B (External Access)

Azure business-to-business (B2B) allows you to securely share Office 365 (0365) data and collaborate across O365 applications with
guest users from external organisations. This is achieved via a simple invitation and redemption process, allowing guests to use their
own username and password to access NHSmail O365 Hybrid services. This guidance document provides detail around how the Azure

B2B process works and how to set up guest useraccounts.

Only users with the Allow guests from
guest inviter role can specified domains

Invite NHSmail users can only

External sharing is only invite external users if they
available to users that belong to an external
have been configured as organisation that is
‘Eligible Guest Inviters’ by approved within the Azure
their NHSmail Local Active Directory (AD)
Administrator allow list*

Guest users’
permissions can be
limited
External user access is
controlled according to the

permissions set by the
owner of the data

Guest account
lifecycle management

NHSmail Portal controlled
lifecycle management
processes exist to remove
guest accounts that are no
longer required*

B The account requester will be responsible for co-ordinating with the individual application owners to arrange for specific authorisation and application

permissions. This can be arranged with the help of your Local Administrator.

* For more detail or to request a domain for allow listing, please contact your Local Administrator.



“Hﬂ Creating Guest Accounts — Manually Adding (1 of 3)

The eligible guest inviter must complete the following steps in order to provide guests with O365 access:

1. Log in to the NHSmail Portal and navigate to the Guest 2. Complete the required email field for each guest user thatrequires
Access tab. Select Add, then Add Guest Users. access and select Submit. Select + to add up to 5 guests.

Note: If more guest users are required please see the bulk upload
process on slide 5.
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Eligible guest inviter permissions are provided by Local Administrators (LAs). Please speak 3
to your LA, who will need to set you up with this permission before you can invite guests.




“Hﬂ Creating Guest Accounts — Manually Adding (2 of 3)

3. Submitting this request will generate the following two automated emails:

a) To the requester providing a status update on the request b) To the external guest with confirmation and account verification steps
/ro‘ad of Guest Users
/ X DELETE € REPLY  €EREPLYALL = FORWARD == You've been invited to access applications in the
“ NHS Healthcare Collaboration DevZ2 organization
no-reply@nhs,net Mark as unread - g

Fri 30/08/2019 15:47 -

To: Test02 User:
b2bsSVC_NHSMail

W 1 attachment )
% Get Started
UploadofGue
SV Return ta the above link at any time for access,

This email has been sent on behalf of the NHS Healthcare Collaboration Dev2 organization. Please act on this email
only if you trust the NHS Healthcare Collaboration Dev2 organization. This email may have advertising content. You
Upload guests process finished. can unsubscribe from future invitations from the NHS Healthcare Collaboration Dev2 organization at any time. See 4
Microsoft organization privacy statement to learn more about how Microsoft handles your data. o




N\ Creating Guest Accounts -

4. After submitting, the Portal will re-direct you to the
View Guest Users screen and a success / fall
notification will appear. You must refresh the page
in order to see your additional guests.

success: Successfully sent invite to guest user

(NHSE:
/ N
SCOTLAND
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Manually Adding (3 of 3)

5. After refreshing the page, the new users will be
added to your ‘View Guest Users’list as shown
below.
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‘iﬂﬂ Creating Guest Accounts - Bulk Uploads (1 of 3)

The eligible guest inviter must complete the following steps in order to provide multiple (6+) guests with O365 access:

1. Log in to the NHSmail Portal and navigate to the ‘Guest Access’ tab. 2. Enter the guest user details into an Excel spreadsheet in order to prepare
Select Bulk Upload Guest Users. for a bulk upload.
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health and social care in England NHS Digital, NHS Scotland and Accenture. with your local IT Team, you can contact the
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Eligible guest inviter permissions are provided by Local Administrators (LAs). Please speak to your
LA, who will need to set you up with this permission before you can invite guests.




O Creating Guest Accounts - Bulk Uploads (2 of 3)

3. Select Browse / Upload to locate and attach the CSV file containing the

4. Once uploaded, your file will be visible on the Portal and ready for
guest user information.

submitting. As with the manual upload process, both the inviter and
guests will receive automated emails as shown on slide 4.
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“Hﬂ Creating Guest Accounts - Bulk Uploads (3 of 3)

5. After submitting, the Portal will re-direct you to the View GuestUsers 6. After refreshing the page, the new users will be added to your ‘View
screen and a success / fail notification will appear. You must refresh Guest Users’ list as shown below.
the page in order to see your additional guests.

Home PeopleFinder  Admin  Angular

NHSmail Enabling collaboration for health and social care

NHSmail Enabling collaboration for health and social care

& > Adrin & > tom
Q  View Guest Users 2 View Guest Users
|
Display Name @ Email Address Status @

Display Name @ Email Address




“Hﬂ Guest User Account Creation (1 of 3)

The external user will need to complete their account set up. This will create a Microsoft account so that they can collaborate in

0365:

1. The external user will receive an email (to the
email address provided by the eligible guest
inviter) similar to the screenshot below. This
confirms they have been invited as a guest
user. They will need to select Get Started to
create their account.

You've been invited to access applications in the
NHS Healthcare Collaboration Dev2 organization
by

B2

b2bSVC_NHSMail

The external user will be directed to the

‘Create account’ page. They mustselect
Next.

B® Microsoft

Create account

Looks like you don't have an account with us. We’ll
create one for you using

Return to the above link at any time for access,

This email has been sent on behalf of the NHS Healthcare Collaboration Dev? organization, Please act on this email

only if you trust the NHS Healthcare Collaboration Dev2 organization. This email may have advertising content. You

can unsubscribe from future invitations from the NHS Healthcare Collaboration Dev2 organization at any time, See
Microsoft organization privacy statement to leam more about how Microsoft handles your data.

— i m—y

{ T
|

The external user will then need to create a
password for the account. The password will
need to be at least 8-characters. They will
then need to select Next.

B® Microsoft

Create a password

Enter the password you would like to use with your

E Guests who have an existing O365 account in Azure AD will be prompted to follow an account

authentication process as opposed to the listed account creation steps — see slide 12

account.

E—



“Hﬂ Guest User Account Creation (2 of 3)

4. The external user will be asked for the 5. The external user will then need to verify their 6. As part of additional account verification, they
Country / region they are in and their date of email address. A security code will be sent to will be asked to enter the characters they see

birth. Once entered, select Next. their email address which they will need to in the box below and then select Next.
enter in the box below. Select Next.

B% Microsoft

«

Create account

We need just a little more info to set up your
account.

Country/region

Birthdate
Month v Day v Year v

e 1
|

BY Microsoft

&

Verify email

Enter the code we sent to
If you didn't get the
email, check your junk folder or try again.

rE— code

|
—J

«| | would like information, tips, and offers about
Microsoft products and services.

Choosing Next means that you agree to the Microsoft Services

Agreement and privacy and cookies statement

B® Microsoft
(,
Create account

Before proceeding, we need to make sure a real
person is creating this account.

New

Audio

I Enter the characters you see .I

: J
==y
=

— —
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D

Guest User Account Creation (3 of 3)

7.  Finally, the external user will need to review and Accept the below
permissions. Once the account has been created, NHSmail O365 users will
be able to search for and collaborate with the newly created guest user
account.

-

g
/B Microsoft

f

Review permissions

N NHS

The organization NHS would like to:

v Signyouin
v Read your name, email address, and photo

You should only accept if you trust NHS. By accepting, you
allow this organization to access and process your data to
create, control, and administer an account according to their
policies. Read NHS's privacy statement. NHS may log
information about your access. You can remove these
permissions at
httpsy//myapps.microsoft.com/nhs.onmicrosoft.com

11



“Hﬂ Guest User Account Authentication (1 of 2)

If a user has an existing O365 account in Azure AD then they will need to complete the following authentication process enabling

them to collaborate in O365:

1. The external user will receive an email (to the email
address provided by the eligible guest inviter) similar tothe
screenshot below. This confirms they have been invited as
a guest user. They will need to select Get Started to verify
/ create their account.

You've been invited to access applications in the

NHS Healthcare Collaboration Dev2 organization
by

B2

b2bSVC_NHSMail

Return to the above link at any time for access.

This email has been sent on behalf of the NHS Healthcare Collaboration Dev2 organization. Please act on this email

only if you trust the NHS Healthcare Collaboration Dev2 organization. This email may have advertising content. You

can unsubscribe from future invitations from the NHS Healthcare Collaboration DevZ organization at any time, See
Microsoft organization privacy statement to learn more about how Microsoft handles your data.

If a user already has an account, the user will need to
select the profile to sign in. Select — enter credentials to log
into account

It looks like this email is used with more than one
account from Microsoft. Which one do you want to
use?

Work or s

12



“Hﬂ Guest User Account Authentication (2 of 2)

3. Finally, the external user will need to review and Accept the below
permissions. Once the account has been authenticated, NHSmail 0365
users will be able to search for and collaborate with the newly created
guest user account.

-
y

~ B® Microsoft

test1231@consultant.com

Review permissions

N NHS

The organization NHS would like to:

~ Signyouin
s Read your name, email address, and photo

You should only accept if you trust NHS. By accepting, you
allow this organization to access and process your data to
create, control, and administer an account according to their
policies. Read NHS's privacy statement. NHS may log
information about your access, You can remove these
permissions at
https://myapps.microsoft.com/nhs.onmicrosoft.com



O\ External Sharing Settings

Once an external user is added into the Azure Active Directory, users can share using O365 applications as outlined below. Please note some 0365

applications do not support external sharing with guest accounts.

Microsoft SharePoint Yes

Microsoft Power Bl
Microsoft Project Online

Microsoft OneDrive for Business Yes
Microsoft Planner
Microsoft Visio

Contact your Local Administrator to enable sharing with external
users from these applications, permissions can then be set by data
owners. For Project Online external users must have a licence to
access any functionality. Power Bl Pro and Premium users can
share their dashboard / reports with an external user.

OneDrive for Business and Planner external sharing is enabled. Visio
diagrams in OneDrive can be shared as per the OneDrive external
sharing policy.

Yes External users in Azure Active Directory can be added as guest
users into Teams.
Microsoft Sway Yes Data from these applications can be shared with external users
Microsoft Forms without requiring a guest account in Azure Active Directory.
Microsoft PowerApps No Data from these applications cannot be shared with external users,
Microsoft Flow as per Microsoft settings.
Microsoft Stream
Microsoft Staff Hub
Microsoft Yammer
*Azure B2B Guest Access is available once the aforementioned account creation / verification process (slide 9 to 13) is completed. Once the guest user account is 14

created, access is dependent on users sharing data directly in O365. Instructions on how to do this in SharePoint, OneDrive and Teams can be found on slides 8 to 12.



&N Share a document via OneDrive (1 of 2)

1. Navigate to portal.office.com and log in using your nhs.net 4. Enter the external user’s email address and select Send.
username and password.

‘Send Link X

Book.xlsxk

2. Select the OneDirive tile. (3 Only the paople you specill who have this

> link can view.

f:'mer a name or email address

Add a message (optional)

. (;:Tf‘:‘l::l files in one place, share them with others, and get to them from any device connected to the Internet.
3. Here there will be a list of your documents. Select the
document or folder you would like to share and select the three

dots (‘Show actions’) and select Share. m

If you receive the message below, the domain of the external user you are trying to contact
is not allow listed or you have not successfully completed the 'add guest' steps in slides 3-

Document
w] : W e { ,
(ACCENTURE - LSPO1)'s OneDrive for Business .
Only the people you specify who have

this link can view.

Wi Document @ Open in Word Online : |

(ACCENTURE - LSH
® D

@ Open in Word

x| Book 1 :
(ACCENTURE l\'Fr — : l
IQ Share Your organization's policies don't allow you to share
= with these users. Please contact your IT department
-0 for help. (OSE304)

Add a message (optional)

15



d> Share a document via OneDrive (2 of 2)

5. Check for the message below to ensure your data has been
sent.

7. The external user will need to redeem the guest invitation and enter the
email address that the link was sent to.

Verify Your Identity

Pl Vou've received a secure link to:
° [ ] Test.docx

To open this secure link, we'll need you to enter
the email that this item was shared 1c

Link to 'Document’ sent | o)

\\

By clicking Next you sliow NHS 1o us
aldress in accordanice with their pri

A verification code will be sent to the same email address. The guest user
will be required to enter this code then select Verify.

6. The external user will receive an email from
‘no-reply@sharepointonline.com’ with a link to the

document / folder. -
Enter Verification Code
ou've 1ase link t
[w] Test.docx
Here's the document that shared with you. this link, enter the code we just

This link only works for the direct recipients of this message.

Keep me signed in

[ = |
E il

On occasions, Microsoft will require additional security steps to verify an account. In this 8. Once the external user has entered the code they will be 16
scenario, guest users will be required to complete steps 7 to 9. able to access the shared data.
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“Hﬂ Share a document via SharePoint (1 of 2)

1. Navigate to portal.office.com and log in using your nhs.net 4. Enter the external user’s email address and select Send.
username and password.
‘ Send Link X
Book.adsx
2. SeleCt the Sharepolnt tlle. (2 Only the people you specify who have this

2 link can view.

f:'ner a name or email address

SharePoint Add a message (optional)
Share and manage content, knowledge, and applications to empower teamwork, quickly find information, and seamlessly collaborate
across the organization.

3. You will see a list of your documents. Select the document
or folder you would like to share and select the three dots m

If you receive the message below, the domain of the external user you are trying to contact

(‘Show actions’) and select Share. is not allow listed or you have not successfully completed the 'add guest' steps in slides 3-

[e]
— _)l ’
m Test LQ ﬁ Only the people you specify who have
SharePoint - Accenture » ... » 004 - Testing | this link can view.
Al
~Presentation , . C. x)
n in Word Onli
a ts.accenture.com = ., » 005-NHSMail q Ope Word Online
I
_\'Document a Open in Word Your organization's policies don't allow you to share
m with these users. Please contact your IT department
ts.accenture.com » ... » 005-NHSMail r f— 'I for help. (OSE304)
& Share
—\'r\ =R R Add a message (optional)

17



P> Share a document via SharePoint (2 of 2)

5. Check for the message below to ensure your data has been

6.

sent.

The external user will receive an email from
‘no-reply@sharepointonline.com’ with a link to the
document / folder.

Here's the document that shared with you.

This link only works for the direct recipients of this message.

Test

E B

On occasions, Microsoft will require additional security steps to verify an account.
In this scenario, guest users will be required to complete steps 7 to 9.

7. The external user will need to redeem the guest invitationand
then enter the email address that the link was sentto.

Verify Your Identity

You've received a secure link to

[w] Test.docx

By clicking Next you allow NHS to use your email
address in accordance with their privacy statement.

8. A verification code will be sent to the same email address. The
guest user will be required to enter this code and select Verify.

Enter Verification Code

[w] Test.docx

this link, enter the code we just

Keep me signed in

9. Once the external user has entered the code they will be able 18
to access the shared data.
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&N Add a Guest User to a Teams Site (1 of 2)

1. Open Teams and navigate to the team site that youwould 3. Select Files and_open a document within Office Online
like to add an external user to. (Word, PowerPoint, Excel).

Note: You must be an owner of the team to add a new member.

Favorites ’%E‘E NHSmail > Ge

e NHSMal Conversations Wiki

General

0365 Tenant ok has add

Portal

2. In Teams select the 3 dots (‘More options’) and select Add
member. Add the external user as a member.

ii Edit in Teams

rﬂa Open in Word Dnl'lneJ
= Add channel
ma Open in Word

Favorites
: 9" Add member

2 Leave the team

8% Manage team

£ Edit team

& Getlink to team

In order for steps 1 and 2 to be completed, the guest user account must already be set up in Azure Active Directory - as per the
process outlined in slides 9-13. If the external guest account ID is not recognised within Teams, please follow steps 3 to 6.

19



“Hﬂ Add a Guest User to a Teams Site (2 of 2)

4. Select Share, enter the external user’s email address and
select Send.

The external user will need to redeem the guest invitation andthen
enter their username and password to access the document / Folder.

Verify Your Identity

12 Share f§ 7 Comments

—
E 1141 Aa Li11s ) Vouve received a secure link to

Heading 3 Heading4  _| (b Replace | Dictate
@ Testdocx
— To open this secure link, we'll need you to enter
the email that this item was shared to
Send Link X
Bookuxlsx | @
f) Only the people you specify who have this

2 link can view. =
By clickir u all
address in accardance wil il

f:ﬁter a name or email address

Add a message (optional)

m 7. A verification code will be sent to the same email address. The
guest user will be required to enter this code and select Verify.

Enter Verification Code

5. The external user will receive an email from ‘Microsoft
no-reply’ with a link to the document. g ‘

Test.docx

this link, enter the code we just

Here's the document that shared with you. @

This link only works for the direct recipients of this message.

Test

B
E il

8. Once completed, the guest can be added to the Teams site 20
(following steps 1-2) and access the shared files.



