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Local Administrator (LA) bulletin – 5 December 
2019  

Please note this information is correct at the time of publishing 

 

Are you running supported client versions?  
It’s important organisations keep their client software updated to minimise the risk of 

security breaches when your users are accessing NHSmail. 

What action do I need to take? 

Local organisations should review the following items and wherever possible, carry 

out checks and actions to ensure they are prepared for any future enhancements to 

the service.  

If you are not responsible for ensuring configurations are current, please 

cascade this information to your local IT department to ensure they review all client 

software used to connect to NHSmail. 

Important note: Failure to be compliant with new versions puts your organisation at 

risk from security breaches. 

The following is a list of key components for review: 
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Supported Browser, Outlook, OS and Mobile Versions 

A recent review of the service revealed users were not using supported versions of 

browser and email clients.  The following tables illustrates the current usage figures 

within a 24 hour period. 

Browser usage: 

Browser version Users 

Microsoft Internet Explorer 11 463,880 

Microsoft Internet Explorer 10 2131 

Microsoft Internet Explorer 9 1214 

Microsoft Internet Explorer 8 1991 

Microsoft Internet Explorer 6 & 7 Less than 100 

 

Email client usage: 

Email client Users 

Outlook 2010 SP1 5,560 

Outlook 2010 SP2 197,740 

Outlook 2013 10,136 

Outlook 2016 51,914 

 

Review Items Impact 

Browsers, Outlook, Operating 
system (OS) and Mobile 
Versions 

Browsers, Outlook, OS or Mobile version 
should be reviewed and where appropriate, 
updated to the latest versions 

Transport Layer Security 
Authentication 

Any machine or application utilising TLS 1.0-
1.1 should now be moved to TLS 1.2 

HTTP Basic Authentication 
Organisation should review their use of any 
Application using Basic Authentication as in 
the future this will no longer be supported  

TN/HCSN, Local Internet 
Bandwidth and Network 
Readiness 

Network connectivity must be suitable to 
support email traffic 
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Older client systems should be upgraded to access NHSmail and to ensure 

maximum security and compatibility. Below is a full list of supported Browsers, 

Outlook client versions, Mobile and Desktop Operating systems. 

Clients which won’t be supported within NHSmail 
In the future older clients won’t be supported within NHSmail: 

• IE 8,9,10 

• Older versions of Chrome, Firefox and Safari 

• Outlook 2010 with SP1 (or older) 

• Windows XP and 7 

• Older Versions of Android and IOS 
 

What action do I need to take? 

• Make sure systems used to access NHSmail are using supported software 

versions 

• Discuss this requirement with your CIO/IT Director  

• Ensure an action plan is in place to review and upgrade to the supported 

version 

 

 

 

Supported Browser Versions 

Windows: Microsoft Edge, Internet Explorer 11 (with latest update), latest 
version of Mozilla Firefox, or latest version of Google Chrome 

Mac OS X: Apple Safari 10+ or latest version of Google Chrome 

Supported Outlook Versions 

Outlook 2016 

Outlook 2013 with SP1 (until extended support end date – 11 April 2023) 

Outlook 2010 with SP2 (until extended support end date – 13 October 2020) 

Outlook for Macintosh - Office for Mac2016 

Supported OS Versions 

Windows 10 

Windows 8.1 

Mac OS X 10.10 and later 

Supported Mobile Devices 

A phone or tablet with Android 5.0 or later 

An iPhone, iPad, or iPod touch with iOS 10.0 or later 
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Transport Layer Security Authentication 

The Transport Layer Security (TLS) protocol used by NHSmail within its service 

provides privacy and data integrity between a client (e.g., a web browser/application) 

and NHSmail. 

As TLS version 1.0 and 1.1 will come to end of life by 31st March 2020 then anyone 

connecting to the service after this date will need to ensure they are using TLS 

version 1.2. Those that don’t make the change will not be able to connect to the 

NHSmail service with their devices/client.  

 
Impact  
Any machine or application utilising TLS 1.0 or 1.1 (i.e. Windows XP and older 

Windows 7 machines) will fail authentication and will not connect in the future. 

 

What action do I need to take? 

• Discuss this requirement with your CIO/IT Director  

• Ensure an action plan is in place to review and ensure all client machines and 

applications using NHSmail must support TLS 1.2. 

 

 HTTP Basic Authentication 

Planned changes to the NHS platform will mean the service no longer supports 

Basic Authentication for some protocols. 

Clients not updated to use Modern Authentication will be unable to access NHSmail 

mailboxes. The following protocols are affected:  

• Outlook Anywhere / MAPI over HTTP  

• Exchange Active Sync (EAS)  

• Exchange Web Services (EWS) 
 

The following protocols will continue to use Basic Authentication as before: 

• Client SMTP 

• POP 

• IMAP 

 

 
 

 What action do I need to take? 
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• Discuss this requirement with your CIO/IT Director 

• Ensure discovery work within your local organisations is completed to 
understand which applications you have that are using non smtp clients 

• Ensure any client using Basic Authentication is re-engineered to use Modern 
Authentication. 

 

Modern Authentication, which is based upon OAuth 2.0, is a more secure and 
reliable way to access data as it is not subject to credential capture/re-use and 
credentials are not stored on the client device. 

Also Modern authentication enables additional authentication features like multi-
factor authentication (MFA) and Conditional Access. 

The following clients already support Modern Authentication: 

• Outlook 2013 or later (Outlook 2013 requires a registry key change) 

• Outlook 2016 for Mac or later 

• Outlook for iOS and Android 

• Mail for iOS 11.3.1 or later 
 

To ensure the use of Modern Authentication when connecting from mobile clients 
like iOS or Android to Exchange it is recommended to use the Outlook Mobile for 
iOS and Android applications which support Modern Authentication.  
 
NHSmail organisations using third party tools, appliances or applications using Basic 
Authentication to connect to Exchange mailboxes, must consider the below options: 

1. Ask your local vendor/provider to support Modern Authentication 
2. Migrate to a new application/service that supports Modern Authentication 
 

For custom NHSmail applications developed for Android, iOS or macOS, Microsoft 
has released Microsoft Authentication Libraries that can be utilised to update 
applications for Modern Authentication. 
 

TN/HSCN, Local Internet Bandwidth and Network Readiness 

Organisations can currently access NHSmail using the TN/HSCN network or the 
Internet and must ensure they have suitable TN/HSCN/Internet bandwidth to support 
email traffic. 
 
For Organisations that move to using the Internet to access NHSmail, generally 
whatever bandwidth you have allocated to access NHSmail over TN/HSCN will be 
the same amount required to access it over the Internet. 
 
There may also need to be firewall rule changes and for best performance ensure 
traffic is not inspected or decrypted when switching to Internet bandwidth. 
 
Impact  

https://developer.microsoft.com/en-us/office/blogs/microsoft-authentication-libraries-for-android-ios-and-macos-are-now-generally-available/
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Organisations need to ensure their wide area network provision is sufficiently sized. 
 

 What action do I need to take? 

• Discuss this requirement with your CIO/IT Director 

• Ensure suitable local internet bandwidth exists to support NHSmail 

• The following key variables worth considering but not limited to, are: 

 

• The peak and average number of client computers in use  

• The type of task each client computer is performing 

• The performance of your Internet browser software 

• The performance of your Outlook desktop client 

• Your organisations network topology and the capacity of the various 
pieces of network hardware 

 

 

What is NHSmail doing about unsolicited email? 
A common concern expressed by NHSmail Local Administrators is the receipt of 

unwanted email.  This creates the risk of breaches in security as users click 

malicious links, which can result in personal information being exploited and 

organisation reputational damage. 

During October NHSmail blocked 142 million malicious emails which was a slight 

decline based on previous months.  Stopping unwanted email is a continual battle, 

as well-motivated malicious actors find new ways to adapt their techniques to exploit 

user vulnerability. 

The NHSmail Team have investigated additional controls and after a period of 

testing we are putting in stronger settings to scan email to identify any suspicious 

messages and direct them to junk email. 

An implication of these robust measures may result in some genuine emails being 

directed into the junk email folder. 

What action do I need to take? 

• Please make your user base aware of these changes 

• To ensure your users don’t miss any genuine emails, ask them to regularly 
check the Junk E-mail folder within their user mailbox, including any shared 
mailboxes they manage 

• If an email in the junk folder is legitimate users should take the following 
steps: 

o Outlook Web App: Right click the email and select Mark as not junk 
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o Outlook Client: Right click the email scroll down to Junk and select Not 
Junk 

• Continue to report malicious emails to spamreports@nhs.net, ensuring the 
offending content is sent as an attachment – this will enable the team to fully 
analyse the properties of the unwanted email 

• Or where organisations setting permit use the phishing reporting tool to keep 
us aware of malicious email 

 

Everyone has a role to play encouraging a culture of best practice amongst users, 

ensuring governance and communications are in place to support safe email usage. 

 

Introducing user accounts self-service leaver / 
joiner functionality 
Users will soon be able to request their account is marked as a leaver from their 

current organisation or as a joiner to a new organisation via the NHSmail Portal. 

The functionality makes it easier when joining or leaving an organisation and user 

will be able to access this feature via the NHSmail Portal Self-Service section, 

located under the Profile area of the user account. 

Users can nominate themselves as a leaver when departing an organisation but will 

require approval from a Local Administrator associated with the existing organisation 

or new organisation depending on the nature of the request. 

What action do I need to take? 

When this feature is released please let your user base know this is available, this 

will help ensure accounts are located within the correct organisation container. 

 

Configuring applications with DNS 
For Local Administrators, IT departments and application developments who 

configure applications to NHSmail, please remember to always use Domain Name 

Servers (DNS) to make the connection rather than the Internet Protocol (IP) range.  

This will ensure your connecting application to NHSmail remains as resilient as 

possible. 

Should there be any reason we have to make changes the underlying IP address, 

this will help protect your infrastructure from future adjustments to NHSmail. 

mailto:spamreports@nhs.net
https://support.nhs.net/knowledge-base/trend-micro-phishing-reporting-tool/
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Note: although we recommend configuring to DNS we cannot guarantee 

requirements of future amendments. 

The following DNS host names are used by the service: 

• imap.nhs.net 

• pop.nhs.net 

• send.nhs.net 

• mail.nhs.net 

• outlook.nhs.net 

• autodiscover.nhs.net 

• smtp.nhs.net 

• relay.nhs.uk 

• email.nhs.net 

For further information please see page six of the Applications Guide for NHSmail 

under the section Connection details. 

 

 

 

 

Contacts for further help 
NHSmail helpdesk:   0333 200 1133 / 
helpdesk@nhs.net     
Service status:   https://portal.nhs.net/Help/servicestatus  
NHSmail Portal help pages:  https://support.nhs.net/ 
 

 

helpdesk@nhs.net   

Privacy Statement  

Terms and Conditions 

NHSmail is provided by NHS Digital  

in partnership with Accenture 

https://s3-eu-west-1.amazonaws.com/comms-mat/Training-Materials/Guidance/applicationsguide.pdf
mailto:helpdesk@nhs.net
https://support.nhs.net/service-status/
https://support.nhs.net/
mailto:helpdesk@nhs.net
http://www.hscic.gov.uk/privacy
http://www.hscic.gov.uk/terms-and-conditions

